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Abstract Artificial intelligence has transformed marketing and consumer lives. However, despite
its multiple beneficial effects, unprecedented artificial intelligence uses pose enormous challenges to
consumer privacy protection. This research aims to provide a comprehensive picture of privacy research
and enhance privacy protection. We first give more specific definitions of consumer privacy according to
data analytic processes. Second, we investigate how Al-related factors, privacy risk, privacy protection,
and other factors influence consumer privacy decision-making, and draw a conceptual model based on
the extended Antecedents-Privacy Concerns-Outcomes (APCO) model. Third, we examine the potential
risks of each data analytic step and the causes of privacy risks from consumer, company, and technology
perspectives, and propose privacy protection schemes correspondingly. Lastly, we also provide agenda

for future research.
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1 Introduction

Artificial intelligence (AI) has been widely used by marketers worldwide. According to
Saleforce’s recent report, at least 70% of marketers have been using Al to automate consumer
interactions and data integration, personalize the consumer journey across channels, or predict
consumer behaviors®!. Most companies have seen significant revenue increases from Al adop-

2l However, since Al applications in marketing rely on data collection, data verification,

8]

tion!
data storage and control, deriving insights, and disseminating insights®!, these processes risk

consumer privacy. Numerous privacy issues have alarmed consumers, companies, and govern-
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ments. For example, a hacker wanted to sell the data stolen from 5.4 million Twitter accounts
in 20229, As a result of the current situation, 86% of participants report growing concern for
their privacy, according to the Klynveld Peat Marwick Goerdeler survey 5.

With the increasing privacy issues and growing privacy concern, governments and compa-
nies have endeavored to enhance privacy protection. Countries worldwide have legislated, or
are legislating, data protection laws to regulate how companies collect, store, transfer, and use
consumer data. For example, Europe has enforced the General Data Protection Regulation
(GDPR) since 2018, which protects consumers by enforcing companies to comply with data
minimization and anonymization principles. Technology companies also are taking more mea-
sures to protect privacy. Apple has launched a new Tracking Transparency framework which
requires app-tracking authorization requests to the user and gives consumers more control over
how their data is tracked and collected.

Our research is driven by the tension between privacy risks and protection, and the need to
understand consumer privacy and what consumers would do regarding their privacy with the
tension they are exposed with. Second, we also identify a few gaps in the literature. There is no
systematic review of how Al-related factors, privacy risks and privacy protection factors affect
consumer privacy decision-making. Each study explores their roles with one specific theoretical
lens. The current literature also lacks systematic review of what privacy risks could happen
during data analytic processes. As such, we explore the vast literature on consumer privacy to
capture what we know and what needs to be extended.

We contribute to privacy literature by first consolidating the traditional privacy concepts
with AT reality to provide more specific definitions of consumer privacy in the Al era. Second,
we explore what we have already known from the empirical findings and reorganize the findings to
understand effects of Al-related factors, privacy risk and privacy protection factors based on the
extended APCO model. We enrich the original antecedents, mainly consumer-related factors, in
the extended APCO model by including Al-related factors, privacy risk and privacy protection
factors. By doing this, we provide an overview of how various factors work in consumer privacy
decision-making behavior. Third, we also examine the potential privacy risks from each data
analytic process and the cause of privacy risks in consumer, companies, and government aspects.

Finally, we provide guidelines on privacy protection accordingly and future research agenda.

2 Consumer Privacy Research

For the following part, we will first elaborate on the definition of consumer privacy and then
investigate how privacy risk, privacy protection, and other factors influence consumer privacy

decision-making.

2.1 The Definition of Consumer Privacy
General privacy includes physical privacy and information privacy. Physical privacy con-
cerns physical access to an individual or their personal space, while information privacy refers

6]'

to access to personal information!®l. We only focus on information privacy and will use the
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term privacy to refer to information privacy for the rest of this study. Researchers have been
studying the definition of privacy from various perspectives (e.g., law, psychology, marketing,
and information systems), though there is no unified definition. Smith, et al. ] summarized and
categorized the definitions of general privacy from four aspects: State, a right, a commodity,
and control. Consumer privacy shares the complexity with general privacy as an extension or
specification of general privacy. The unprecedented application of AI technologies poses more
difficulties in defining consumer privacy and calls for a more refined definition. Phelps, Nowak,
and Ferrell@ defined consumer privacy as “the ability to affect the dissemination and use of
personal information that is collected during, or as a result of, marketing transactions, as well
as control over unwanted telephone, mail, or personal intrusions in the consumer’s home.” This
concept only focuses on the dissemination and use of consumer data. Quach, et al. ¥ further clas-
sify consumer privacy into information privacy: Consumers’ right to control the access to, use,
and dissemination of their data; individual privacy: Right of a person to be left alone without
disruption; and communication privacy: protections for communications against interception
and eavesdropping.

In contrast to the former research, to provide more specific and clear definitions in the Al era,
we define consumer privacy by consolidating the traditional privacy definition and data analytics
processes (data collection, storage, verification, deriving insights, and disseminating insights ).
First, consumer privacy means that consumers are in a state of not being tracked or at least
know how and what kinds of data are being collected if they choose to disclose their data for
benefits, such as personalized service (in correspondence to data collection). Second, consumer
privacy also means consumers have control #X% over the dissemination of data, verification, and
aggregation of their data, how their data is used to derive insight, and what insights can be
derived (in correspondence to data storage, verification, deriving insights). Third, consumers
have the right to be left alone without disruptions of unwanted marketing communications,
such as unsolicited telephone calls, emails, or personalized advertising (in correspondence to

disseminating insights).

2.2 How the Influencing Factors Affect Consumer Privacy Decision-making

The main consumer privacy decision is whether to disclose information (e.g., share infor-
mation, fabricate information, protect information, and withdraw information), click ads or
accept personalized recommendations, or adopt Al technologies. Scholars have been investigat-
ing various influencing factors of consumer privacy decision-making. For example, Martin and
Murphy B group the influencing factors into social factors (e.g., ethical frameworks, global vari-
ation, legal and policy implications), consumer psychology factors (e.g., privacy concerns, con-
sumer vulnerability, individual differences, and organizational privacy communication), privacy-
enhancing factors (e.g., organizational trust, personalization value, consumer control, and data
transparency), and privacy failure (e.g., data breach, identity theft, and hyper-competitive ac-
tions). Smith, Dinev, and Xu® identified individual traits and contextual factors, such as pri-

vacy experiences, personality, demographic differences, and culture. In contrast, we categorize
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the influencing factors into Al-related factors, privacy protection factors, privacy risk factors,
and other factors (Table 1). We adopt Dinev, McConnell, and Smith’s extended APCO
model which surpasses the original APCO and recognizes consumer irrationality by including
variables from behavioral economics and psychology to organize four groups of the influencing
factors. The resulting model is shown in Figure 1. Next, we will explain Al-related factors, pri-
vacy protection factors, privacy risk factors, and other factors and how they influence consumer
privacy decision-making.

Al-related factors: Al applications in marketing have ushered in a transformative paradigm
in consumer engagement, concurrently presenting a puzzle concerning the preservation of con-
sumer privacy. The interplay between AI and consumer privacy is complicated. We hereby
discuss the relationship from four aspects: Al application types, online vs offline AI applica-
tions, consumer-Al experience, and Al characteristics. First, Al applications in marketing could
be consumer-facing (e.g., personalization, service robots) or non-consumer-facing (e.g., price

prediction, store layout optimization) 3] Although both types of applications could benefit con-

Risk factors

Consumer level
Consumer vulnerability
Company level
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Technology risks
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Figure 1 Conceptual model
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Table 1 Privacy protection factors, privacy risk factors, and other factors

Factors Papers

Al related factors

AT application types, Online vs Offline Guha, et al. IEI7 Puntoni, et al. IEI, Xie,
AT application, Consumer-Al experience: et al. 3l

AT services (e.g., personalization, smart

assistant), Al characteristics (e.g.,

anthropomorphism)

Protection factors

Consumer Non-technological approach: Use privacy Crossler ™ Xu, et al. ™ Milne,
setting, browser setting (deleting Rohm, and Bahll 18l

cookies), read privacy policy.
Technological approach: Check for
spyware data capture, virus protection,

install firewall

Company Fair information practice: Privacy Adjerid, et al. [ Hui, Teo, Lee2W,
assurance, privacy seal(industry Aiken and Boushm:l7 Lwin, Wirtz, and
self-regulation) Williamsm, Xu, et al. m, Culnan and

Bieslzﬂ, Xu, et al. 24

Government  Policy and law Wirtz, Lwin, Williams ®% | Lwin, Wirtz,
and Williams, Xu, et al. m, Xu, et
al. 24

Risk factors

Consumers Consumer vulnerability Martin, Borah, Palmatier 28 Martin
and Murphym, Sundar, et al. ,
Adjerid, Peer, and Acquistim
Companies Collect data without permission, Gopal, et al. ¥ Smith, Milburg, and
unauthorized secondary use (internal), Burke %
data breach, consumer data aggregation
Other parties Unauthorized secondary use (external), Milne, Rohm, and Bahll, Smith,

identity theft Milburg, and Burke B%
Other factors
Transparency, Compensation, Xu, et al. , Kim, Barasz, and

personalized services; Information types John@, Awad and Krishnan@,

(sensitive vs. non-sensitive); Consumer  Vance, et al. B3 Karwatzki B¥

characteristics, demographic difference, = Buckman, Bockstedt, and Hashim[,

former experience; Time; Culture Markos, Milne, and Peltier, Smith,
Dinev, and Xu®

sumers, consumer-facing applications might induce more privacy concern than non-consumer-

facing applications if there is any mistake. Second, offline Al applications may cause more
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consumer privacy concern. For example, online personalization is more widely accepted, but if
consumers get personalized recommendations based on their walking route, they might exhibit
higher privacy concern. Third, as consumers consistently interact with Al, experiences with
data analytic processes might influence consumer privacy differently. For example, consumers
may feel vulnerable due to the massive data collection that is intrusive and unavoidable beyond
their understanding ™! leading to privacy concern. However, when consumers encounter per-
sonalized service, they evaluate perceived value and perceived risk and choose to adopt when
the benefits outweigh perceived costs 4. Fourth, AI characteristics also influence consumers in
different ways. For example, transparency of the Al system can empower consumers with more
sense of control by informing them what data the company uses. With more privacy control,
consumers will likely to share their information or engage more in marketing activities B!, How-
ever, the effectiveness of transparency is limited. Transparency benefits companies when they
reveal acceptable information, but it backfires when they reveal unacceptable information B4
Anthropomorphism is also a double-edged sword by, on the one hand, increasing consumer’s
trust B8 and decreasing the feeling of privacy invasion ™ and, on the other hand, serving as a
creating the feeling of reactance 3%

Protection factors: According to Xu, et al. 17 we further classify protection factors into
consumer, company, and government aspects. Consumers protect their privacy through two
main approaches: non-technological and technological approaches3. The non-technological
approaches include reading privacy policies, removing information from Web sites, refusing to
do business with online firms, complaining indirectly to third-party organizations, etc., and
technological approaches include various privacy-enhancing technologies (PETSs), such as the

[823H0] - Companies’s privacy protection

firewall, virus protection, cookie management tools
approaches that consumers could see or feel are privacy assurances (e.g., privacy policy consent,
privacy statement, privacy seals). Governments could protect privacy by making new policies
and regulations, legislation, and law enforcement.

The effects of the protection factors on consumer decision-making are mediated by perceived
risks, perceived value, perceived control, privacy concern, and reactance. For example, Xu, et
al. M7 find that consumer protection approaches could empower consumers with direct control
over their privacy, and perceived control, as a key factor affecting privacy concern over per-
sonal information, has negative effects on privacy concern. Tucker B also found the change in
Facebook’s privacy policy to increase users’ privacy control nearly doubles the clicks on person-
alized ads. Apart from that, Hui, Teo, and Lee 2% found that privacy statements will decrease
consumers’ perceived risk of their information being misused and lead to higher information dis-
closure, whereas privacy seal does not affect information disclosure. And Goldfarb and Tucker 42!
find banner ads’ effectiveness reduces because EU privacy law limits companies’ ability to target
the right consumers.

Risk factors: Risk factors include consumer vulnerability, unauthorized data collection, sec-

ondary use (both internal and external), combining consumer data, and data breach, and these
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factors are dependent on each other. Consumer vulnerability implies that consumers’ data is
susceptible to harm or injury resulting from the intrusion or theft of their information saved on
their personal computers, theft of their online transactions or cookie information, and compa-
nies breaking privacy policies 8. Martin, Borah, and Palmatier 28 further classified consumer
vulnerability into data manifest vulnerability, data breach vulnerability, spillover vulnerability,
and data access vulnerability. Internal unauthorized secondary use refers to the data collected
for one purpose being used for other purposes. In contrast, external unauthorized secondary use

B9, Combining

refers to the data collected by one company being shared with an external party
consumer data refers to combining consumer data in separate databases into larger database
to get new information about the consumerB%. Martin, Borah, and Palmatier 28 found that
vulnerabilities will damage consumer trust and increase falsifying behavior, negative WOM,
and switching behavior. Chen, Beaudoin, and Hong®3! found that the experience of being an
internet scam victim will increase online privacy concern, and consumers will adopt more in-
formation protection behaviors. Mousavi, et al. ¥4 classified privacy risk evaluation into threat
susceptibility and severity, and find that privacy risk evaluation increases protection motivation
and coping appraisal, thus negatively affects information disclosure. Consumer vulnerability
could also refer to the lack of ability to make rational decisions due to biases, heuristics, mis-
attribution, bounded rationality, and information asymmetries P45 Research has found that
consumers who are exposed with fuzzy boundary heuristic are less likely to disclose personal-
ization information than those with benefit heuristic®? and when consumers perceive higher
levels of privacy protection than a reference point, they are more willing to disclose personal
information 281

Other factors: Other factors include company compensation (both money or coupon),
information type, demographic differences, and culture or climate differences. The benefits
provided by companies could positively affect consumer information disclosure by increasing
perceived value. Research has shown that money could increase information disclosure P37
and monetary incentives are only effective for consumers between 12 to 21 years old and not
for consumers between 22 to 54 years old#9l. Furthermore, disclosure intention for different
types of information varies. For example, consumers are more willing to disclose demographic
and lifestyle information and less willing to disclose financial information, purchase informa-
tion, and personal identifiable information. When marketers request more (vs. less) sensitive
information, consumers have higher risk beliefs and less trusting beliefs, thus decrease infor-

748
ol I

mation disclosure intention. Apart from that, consumer ag education ¥® and internet

experience 8 and culture differences ™ also influence consumer privacy-related decisions and
also moderate the relationships between risk factors, protection factors, and Al factors, and
psychological responses.

In conclusion, as the conceptual model shows, various factors influence consumer privacy
decision-making and their effects are moderated by factors like culture and consumer demograph-

ics. However, consumer privacy decision-making is more complicated than what is presented
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in the model. Privacy decision-making is not a one-time decision, but ongoing and evolving
decisions that consumer will face in their lives. For example, a consumer could make a decision
to protect privacy (as a behavioral response) due to the influencing factors at a certain time, the
protection strategy could also work as an influencing factor for future decision-making. More-
over, the interplays between the influencing factors add more difficulties to present a one-time fit
all model. For example, consumer experience with Al application which collect massive data can
make them feel exploited and vulnerable. And privacy regulations could certainly influence Al
applications and finally consumer decision-making. The proposed model shows the current state
of consumer privacy research in the Al era, but by no means, could give a perfect explanation

of privacy decision-making process.

3 Consumer Privacy Risks in the Era of Artificial Intelligence

3.1 Privacy Risks

Nowadays, consumers access to information and services from various platforms, reveling in
the conveniences that technologies afford them. However, in doing so, they may consciously or
unconsciously comprise their privacy. Disclosing information could benefit consumers because
companies could offer better services if they knew more about consumers. However, sometimes
companies collect, store, and use consumer data secretly and even sell consumer data. We
discuss the potential risks along with the data analytic processes: 1) data collection, 2) data
verification, 3) data storage and control, 4) deriving insights, and 5) disseminating insights (see
Table 2).

Table 2 Potential privacy risks along data analytic processes

Author Potential risks

Data collection Consumer lack of control over companies’ access to consumer information
and data exchange in different devices and feel the vulnerability of
potential cyberattacks.

Data verification Risk of identity theft and misinformation of a consumer which are beyond

consumer control.

Data storage and Data breaches, unauthorized access, and cybersecurity threats, long-term
control storage.
Deriving insights AT has the ability to predict sensitive data based on non-sensitive

information. Use enormous amounts of consumer data to train AI models
with informing consumers.

Disseminating Consumers get unsolicited communications and incorrect

insights recommendations or untimely messages, potentially leading to the

inadvertent exposure of their privacy to others.

In today’s digital landscape, data collection from a multitude of platforms has become a per-
vasive and intricate process. Consumers navigate through an interconnected web of technology,

where interactions and engagements with online services contribute to a vast repository of per-
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sonal information. Consumers lack the control over companies’ access to all sorts of data. For
example, their demographic and online surfing information could be tracked without awareness
when enjoying online shopping services. Their biometrics information could be illegally tracked
when using mobile phones or facial detection techniques. And consumers’ information posted on
social media might be exploited by e-commerce and insurance companies ®. Data verification
often requires the exchange and sharing of sensitive information, such as personal identifiers,
contact details, and even biometric data which might cause identify theft. Moreover, both in-
nate errors in collected data and operation errors in data verification process might lead to
misinformation of a consumer B!, Data storage and control, especially when it involves personal,
sensitive, or confidential information, creates a potential vulnerability. Data breaches, unau-
thorized access, and cybersecurity threats can compromise the privacy of consumers. And the
long-term data storage could raise ethical concerns. Deriving insights heavily relies on Al tech-
nologies which has the ability to predict sensitive information based on insensitive information,

8131 " And companies might use consumer data

such as pregnancy, tendency of getting divorced !
to train Al models with informing consumers. Further, companies could use the superior knowl-
edge obtained from consumer data aggregation to perform personalized pricing, which might
decrease consumer welfare. Lastly, disseminating insights could also compromise consumer pri-
vacy by interrupting consumers by unsolicited communications (e.g., emails, marketing calls,
text messages, social media messages). Consumers might get incorrect recommendations or

untimely messages, potentially leading to the inadvertent exposure of their privacy to others.

3.2 The Causes of Privacy Risks

We categorize the causes of privacy risks into consumer, company, and technology factors.
Consumers could endanger their privacy because of their vulnerabilities. First, since some
consumers are overconfident in companies’ privacy protection and less aware of privacy risks,

BIB2 - For example, they use the same simple

they do not protect their privacy proactively
password for many websites and do not use privacy settings. They also do not read privacy
policies and assume their privacy is well-protected if they do not explicitly feel the invasion.
Second, consumers have limited abilities to protect their privacy even if they intend to®3/. They
have difficulties comprehending complicated and lengthy privacy policies and using advanced
personal privacy-enhanced technologies. Third, consumers tend to make decisions based on prior
experience and are easily biased because lack of objectiveness. Dinev, McConnell, and Smith 12
found that consumers are influenced by peripheral cues, heuristics, and misattribution, thus,
make decisions with bounded rationality.

Companies threaten consumer privacy in several ways. First, some companies may collect,
301

use, and share consumer data without authorization damaging consumer privacy ! Second,

B4 small application

since domestic data privacy laws in different countries vary substantially
development companies could sign a contract with cloud storage providers from countries with
less rigorous regulation and jeopardize consumer privacy 3. Third, a company’s employees

may endanger consumer privacy because of accidentally losing laptops or storage devices used
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at work 9. Fourth, the lack of skilled IT labor and management expertise required by a newly
adopted technology can also increase the chance of data breach 58

Loopholes in the network environment and network communication protocols, insufficient
mobile access security, unsafe location services, and unsafe data storage and transmission could
also endanger consumer privacy BISAS56ET - For example, smart wearable devices and smart
home devices equipped with many sensors and transmission technologies are tightly connected,
which poses challenges to consumers because hackers can easily access all sorts of data 5859
Apart from that, consumer data is often stored on cloud servers. Cloud storage lacking physical

or space limitations is more easily invaded by hackers 55!

4 Consumer Privacy Protection in Artificial Intelligence Era

Followed by the overview of privacy risk and its causes, we further put forward privacy

protection strategies from consumer, company, and government perspectives.

4.1 Consumer Privacy Protection Strategies

First, consumers should educate themselves to increase privacy protection awareness. Privacy-
related training could boost consumer privacy protection motivation and nudge them to adopt
more protection strategies, such as fabricating or refusing to disclose information B860 ~ Apart
from that, consumers should develop a “healthier” surfing habit to protect their privacy by
1) reading privacy policy clauses; 2) staying away from illegal software and website; 3) using
complicated passwords and do not use the same password for many websites; 4) refusing to give
unnecessary permission (e.g., location, microphone, camera); 5) deleting cookies without delay;

11 Second, consumers could apply Al technologies

6) complaining to companies or a third party
such as privacy-enhanced technology to control company access to their information and use ad
blocker to avoid targeted advertisements and reduce the amount of data collected about their
online behavior. For example, newly developed Al technologies such as “Solid” and “Datum”
make consumers the owner of their data, rather than companies®!. Third, consumers should be
aware of their biases when making decisions and avoid being influenced by situational factors.
Last but not important, a consumer should ask the relevant government bureau to protect their

rights if privacy invasion had happened.

4.2 Company Privacy Protection Strategies

A company could protect consumer privacy in various ways. First, a company could follow
the standard procedure to collect, store and use consumer data ethically and legally. They
could simplify privacy policy clauses and optimize privacy setting surface. Second, IT and
security investment are crucial to avoid being attacked by hackers. Companies should also
adapt their organization practices along with IT to optimize the IT protection effect. In addi-
tion, in the product design and development process, enterprise technicians should review the
product repeatedly to prevent technical loopholes from leaking consumer privacy. More impor-

tantly, companies could use AI technologies to protect consumer privacy. For example, using
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anonymization and pseudonymization to remove or encrypt personal identifiable information.
Anonymization methods encompass recoding, swapping, randomizing data, k-anonymization,
Markov chain monte Carlo, differential privacy, generative adversarial networks etc. 62165
Companies could also use natural language processing for data scanning to detect sensitive
information and mask them to protect privacy.

Industry self-regulation is a commonly applied approach mainly focusing on regulating pri-
vacy practices by industry codes of conduct and self-policing trade groups and associations 7.
Industry self-regulation groups and associations could audit companies’ privacy protection op-

erations and provide technical support to enhance privacy protection.

4.3 Government Privacy Protection Strategies

The government protects consumer privacy mainly through legislation and law enforcement.
Countries worldwide have, or are legislating, data protection laws to regulate how companies
collect, store, transfer, and use consumer data. For example, Europe has enforced GDPR since
2018 and specifies that data is a personal asset. California Consumer Privacy Act, aiming to
regulate how companies handle consumer data, is in force in 2020. The Personal Information
Protection Law of the People’s Republic of China takes effect in 2021. The government should
continue to improve legislation along with technology breakthroughs. Besides that, governments
should also enhance law enforcement to fight against the entire privacy criminal chain. Lastly,
the government should be attentive to publicity of privacy protection laws to improve consumer
privacy protection awareness and how to use the law to protect their legitimate rights and

interests.

5 Future Research Agenda in Artificial Intelligence Era

The advent of the Al era has introduced new challenges for consumer privacy protection, as
AT technologies rely heavily on data, often personal or sensitive, to function effectively. Con-
sumer data is a valuable resource with the potential to significantly improve consumers’ lives and
drive economic growth and innovation. Conversely, Al technology introduces substantial privacy
concerns due to its association with unauthorized data collection, the extensive datasets required
for Al training and operation, the heightened risk of data breaches and cyberattacks, and the
potential for biases in Al outcomes. Consequently, this has propelled consumer self-protection,
companies to change their practices and privacy legislation. Consumers find themselves in a ten-
sion between consumer privacy protection and privacy risks. However, it is unclear what are the
absolute effects of privacy protection and privacy risk factors on psychological privacy responses
and which protection strategy is more effective in terms of reducing privacy concern? Thus, we
call for quantitative research (e.g., meta-analysis) to answer the above questions. Moreover, the
effect of regulations like GDPR on the companies’ compliance still needs to be investigated.

Furthermore, different protection strategies might have different spillover effects which are
worth investigating. First, the new technologies which empower consumers by making them the

owners of their data have raised a hot debate over who should own the data. Some advocate
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that consumer undoubtedly should own their data which could improve consumer welfare 661
However, recent privacy ownership shift find that it might not effectively enhance consumer wel-
fare but potentially harm it and its impact depends on the service provider’s revenue structure,
discount in the service quality, and the way consumers get compensated 1. Second, whether the
companies prioritizing consumer privacy could get competitive advantages by attracting privacy-
conscious consumers still needs to be tested. And if they could benefit from implementing strong
privacy protection strategies, will the benefits vary across different types of companies, such as,
data-intensive companies and non-data-intensive companies? Third, recent research finds that
GDPR’s effect goes beyond reducing the number of third-party domains requested by websites
and also changes the market structure, with big companies getting significantly more market
share 7 This calls for research on the relationship between privacy protection and competition

and how to design privacy laws.

6 Conclusion

We first examine consumer privacy literature and give a more specific definition of consumer
privacy from data analytic process. Second, we explore how Al-related factors, privacy risk
and privacy protection factors influence consumer privacy decision-making. We found these fac-
tors affect privacy-related behavior through perceived risk, perceived value, reactance, privacy
concern, perceived control, and trust. Notably, consumer privacy decision-making is rather com-
plicated and the influencing factors also affect each other. Third, we further explore the potential
risks along five data analytic process and causes of privacy risks and provide correspondent pro-
tection strategies. Lastly, based on the insights of our paper, we also provide future research
agenda. Overall, we hope this research could provide a picture of current privacy research and

guidance on privacy protection, and shed light on future research in Al era
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