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Abstract The study aims to analyse transformational changes in banking risk management and mar-
keting policy of banks caused by digitalisation. The study addressed examples of successful digital
technology implementation in the banking sector around the world and conducted a comparative analy-
sis of the current situation in Kyrgyz banking. The study addresses the process of digital transformation
of the banking sector, with a focus on Kyrgyzstan. Digital transformation involves the integration of
technologies such as artificial intelligence, big data and blockchain into all aspects of banking operations,
leading to significant changes in their functioning and customer experience. The study analysed au-
tomating processes, improvement of customer service, enhancement of transaction security and creation

of new business models. The study included examples of successful digitalisation in banks around the
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world, such as the use of artificial intelligence to automate and analyse data, which helps to predict risks
and improve customer experience. Based on the analysis, recommendations for banks in Kyrgyzstan
were proposed, including investments in IT infrastructure, literacy programmes and enhanced cyber-
security. The results show that digitalisation can significantly increase the accessibility and quality of

banking services, improving the overall standard of living of the population.

Keywords internet of things; big data; artificial intelligence; financial services; customer behaviour

1 Introduction

Digitalisation has become a crucial driver of transformation in the banking sector, reshaping
internal operations, customer interactions, risk management, and marketing strategies. The
relevance of studying this phenomenon stems from its ability to enhance operational efficiency
and flexibility, enabling banks to respond promptly to market changes and evolving customer
needs. Modern financial technologies, including fintech solutions, offer new tools for predicting
and mitigating risks, which is particularly important in volatile economic conditions and highly
competitive markets. At the same time, the expansion of digital channels for customer engage-
ment necessitates a reassessment of traditional marketing approaches, focusing on personalised
services and digital user experiences. The implementation of digital transformation requires
substantial investments in infrastructure, employee training, and organisational culture, while
simultaneously addressing emerging cybersecurity and data protection challenges. Key aspects
of digitalisation include the adoption of artificial intelligence, big data analytics, and blockchain
to streamline operations, improve service quality, and develop innovative business models. In
parallel, risk management benefits from advanced analytical tools for forecasting and minimising
potential threats, and credit decision processes can be automated to increase accuracy and speed.
Marketing policies are increasingly data-driven, leveraging digital channels and analytics to seg-
ment audiences, tailor offers, and strengthen long-term customer relationships, highlighting the
importance of comprehensive research into the impact of digitalisation on banking performance
and strategy. The banking sector in Kyrgyzstan presents a unique context due to its limited
digital infrastructure and the ongoing transition from traditional to technology-driven opera-
tions. Research on the impact of digitalisation in this market remains scarce, leaving gaps in
understanding how modern financial technologies can enhance efficiency, risk management, and
customer engagement. These characteristics make Kyrgyzstan a relevant case for studying the
adaptation and implementation of digital banking solutions in emerging economies.

Analysing the work of various researchers, several results can be identified. Cucari et al. !
studied the impact of blockchain technologies on banking operations and highlighted that the
introduction of this technology helped to increase transparency and reduce operational risks.
Rodrigues et al. 2! addressed cybersecurity issues in the banking sector and proposed compre-
hensive measures to protect customer data from cyberattacks. In the study by Hoque et al. B!,
the authors investigated the impact of digital transformation on risk-taking behaviour in Viet-

namese commercial banks. In particular, they demonstrated that banks with higher levels of
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digital adoption had significantly lower exposure to financial risks, indicating that digitalisation
contributed to stability and more prudent risk management.

In the research by Mansour ¥

, the author examined the effects of digital finance adoption
on the risk profiles of commercial banks. In particular, it was found that broader digital finance
implementation reduced risky lending practices and enhanced banks’ resilience, highlighting the
importance of digital tools in mitigating operational risks. In Huynh® the study focused on
how digital transformation influenced banks’ liquidity creation in a bank-based market. In par-
ticular, it was shown that banks with advanced digital systems were able to generate greater
liquidity through improved asset and liability management, supporting more efficient financial
operations. In the work by Koldovskiy and Rekunenko® the authors analysed the role of digi-
tisation, transparency, and social responsibility in driving financial innovation within banking
systems. In particular, they revealed that digital initiatives not only streamlined operational
processes but also enhanced trust and institutional credibility, fostering innovative financial
practices. In Pratama @ the research explored strategic approaches for advancing digital bank-
ing and creating a roadmap for operational excellence. In particular, it was demonstrated that
integrating technological enablers, digital risk frameworks, and innovation strategies enabled
banks to improve service quality, strengthen resilience, and better respond to evolving fintech
landscapes.

Thus, studies by various authors confirm the importance of digitalisation for banking risk
management and marketing policy. The adoption of technologies such as blockchain, artificial
intelligence and big data is helping to increase the efficiency of operations, reduce risks and im-
prove customer experience. Particular attention is devoted to cybersecurity issues and changing
the organisational culture of banks. However, such topics as the impact of digitalisation on the
resilience of banks in economic crises, the effectiveness of specific fintech solutions for managing
operational risks, and the impact of digitalisation on the corporate culture of banks in different
regions of the world remain insufficiently researched. The study aims to comprehensively ex-
amine the impact of digitalisation on bank risk management methods and marketing policies to
develop recommendations for banks to successfully adapt to the new environment. The research
hypothesis was that the implementation of digital technologies in the banking sector significantly

improves risk management, customer interaction, and operational efficiency in Kyrgyzstan.

2 Materials and Methods

The main elements of the study include the study of examples of successful implementation
of digital technologies in the banking sector around the world and a comparative analysis of the
current situation in the banking sector of Kyrgyzstan. This made it possible to identify the main
trends and technologies used in the banking sector for digitalisation, as well as to identify the
key problems and challenges faced by banks in the process of implementing digital technologies.

The study included a comparative analysis of the current situation in the banking sector of

Kyrgyzstan. For this purpose, data on the key performance indicators of the national bank-
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ing sector, as well as information on digital initiatives implemented by Kyrgyz banks, were
collected. The study analysed data from the national banking sector of Kyrgyzstan between
2019 and 2023, focusing on banks that actively implemented digital initiatives, such as Aiyl

» B Inclusion criteria were based on the availability of complete

Bank 8 and Bank “Kyrgyzstan
performance indicators (income, expenses, assets, liabilities, and capital) and documented use
of analytical tools for credit risk assessment, while transparent procedures involved collecting
official statistics from the National Statistical Committee of the Kyrgyz Republicm¥ and ver-
ified bank reports to ensure consistency and comparability of the data. Banks were compared
using several key criteria, including their ability to manage risks through AI, big data, and
blockchain technologies, the effectiveness of customer service and personalisation, market and
product coverage, profitability, asset and deposit growth, operational efficiency, and the capacity
to maintain a sound loan portfolio and balanced financial position.

The study included the collection and analysis of data on examples of successful implementa-
tion of digital technologies in the banking sector of different countries. The leading banks in the
world, such as Bank of America™ and HSBCH2 which actively use artificial intelligence, big
data, and blockchain technologies, were studied. Other banks, such as DBS Bank 13! and UBS
Bank 14 which are applying innovative solutions to improve their services and risk management,
are also studied. Bank of America’s analysis Erica, a virtual financial assistant who uses Al to
provide personalised financial advice and warnings about potential risks. Particular attention
was devoted to machine learning technologies in analysing network traffic and preventing DDoS
(Distributed Denial of Service) and other types of cyberattacks. This analysis identified best
practices and approaches that can be applied in the banking sector of Kyrgyzstan. These banks
were chosen as they exemplify global best practices in digital transformation, using Al, big
data, and blockchain to enhance operations, customer services, and risk management, providing
models that can be adapted to the Kyrgyz banking sector. The study compared international
practices with the Kyrgyz context and highlighted specific recommendations for adapting digital
strategies to local conditions. This approach enabled the identification of transferable methods
and context-sensitive adjustments for effective implementation.

In the study, a structured interview was conducted among employees of the banking sec-
tor in Kyrgyzstan to identify features of digital technology implementation, risk management
practices, and the impact of digitalisation on bank efficiency. The sample included 30 respon-
dents from Aiyl Bank, Bank Kyrgyzstan encompassing staff from IT, risk management, and
marketing departments. Inclusion criteria were: direct experience with digital technologies and
participation in digital projects for more than one year, while exclusion criteria included lack of
practical experience in digitalisation or tenure of less than one year. During the interviews, all
ethical requirements were strictly observed in accordance with the principles of the Declaration
of Helsinki®. Participants provided informed consent, and their confidentiality and rights were
fully respected throughout the study. The interview consisted of 10 structured questions, ad-

dressing topics such as the use of Al big data, digital channels, credit risk assessment, changes
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in internal control, and the effectiveness of implemented digital solutions.

Q1. How well are digital technologies integrated in your department?

Q2. How much has the implementation of Al or analytical systems improved risk manage-
ment?

Q3. How effectively does the bank use big data to assess customers’ creditworthiness?

Q4. How significantly has digitalisation affected internal control processes?

Q5. How systematically is the effectiveness of new digital solutions evaluated?

Q6. How much has digitalisation increased the speed of transaction processing?

Q7. How positively have digital channels influenced customer interaction?

Q8. How challenging was the implementation of new technologies?

Q9. How adequately are staff trained on new digital tools?

Q10. How important are the results of implementing digital technologies in your department?

For evaluation, the interview data were analysed quantitatively. Oral responses were coded
into thematic categories, followed by a quantitative assessment of the frequency of key terms such
as “Al”, “big data”, “digital channels”, and “risks”, which allowed identification of the most
significant digitalisation factors. Since the interviews were structured, respondents’ answers

4

were rated on a scale from 1 to 5, where 1 indicated a “very low” level and 5 indicated a “very
high” level of satisfaction or agreement with the statement. Additionally, descriptive statistical
methods were applied, including the calculation of frequencies, percentages, and mean values to
assess the prevalence of digital tool usage in banks, along with the pearson correlation coefficient
to determine the relationship between digital technology adoption and the effectiveness of risk
management.

Based on the data collected, the state of digitalisation in the Kyrgyz banking sector was
analysed. At the same time, the challenges of digital technologies in the banking sector and
their impact on the quality of life of the population were identified. The results of the study
were used to develop recommendations for further development of digital transformation in the

banking sector.

3 Results

Digital transformation is the process of integrating digital technologies into all aspects of a
bank’s operations, leading to fundamental changes in the way it operates and interacts with cus-
tomers. The main elements of digital transformation include the use of Al to automate processes
and improve customer service, big data analysis to make more informed decisions and personalise
services, the introduction of blockchain technologies to increase the security and transparency of
transactions, and the development of digital communication channels such as mobile Apps and
online banking to provide convenient and round-the-clock access to banking services 19, Digital
transformation aims to increase efficiency, reduce costs and create innovative business models
that can adapt to rapidly changing market conditions. Big data is another important element

of the modern banking industry. Big data analysis allows banks to better understand customer
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behaviour and preferences, which helps to personalise services and improve their quality. Banks
use data to develop more accurate risk assessment models, which enables more informed lending

and investment decision-making 7.

In addition, big data analysis helps to detect fraud and
prevent cyberattack. Blockchain is a distributed ledger technology that provides a high level of
security and transparency of transactions. In the banking sector, blockchain is used to create
secure and efficient systems for data exchange, international payments and digital asset manage-
ment. Blockchain technology can significantly reduce transaction costs and speed up transaction
processing, which is especially important for international financial transactions 8. Blockchain
technologies provide a high level of security and transparency of transactions, which reduces
operational and transactional risks. The use of a distributed ledger allows banks to track all
transactions in real-time, preventing fraud and reducing the risks associated with errors and
misuse. With the ever-increasing threat of cyberattack, digitalisation is helping to strengthen
banks’ security systems, including multi-factor authentication, data encryption and real-time

9 Cybersecurity and data protection are critical aspects of the

monitoring of network traffic
digitalisation of the banking sector. The introduction of digital technologies and the increase
in the volume of data processed are creating new security threats, such as cyber-attacks, phish-
ing and data breaches. To protect their systems, banks use multi-layered security measures,

201 particular attention is

including data encryption, two-factor authentication, and firewalls
devoted to monitoring and anomaly detection, which enables quick identification and response
to suspicious activity, thus preventing attacks.

In Kyrgyzstan, despite more limited resources than developed countries, banks are actively
working to improve risk management using available technologies and methods. An example
of such work is Aiyl Bank® which has implemented a data analytics system to assess credit
risks and monitor the financial condition of borrowers. This system is based on the collection
and analysis of various data, including financial statements, payment history and economic
indicators of clients. Using this data, the bank can create detailed profiles of borrowers and assess
their creditworthiness. This assessment can be used to predict the probability of loan defaults
with greater accuracy and take preventive measures to minimise risks. In the event of changes
in the economic situation, the system allows for prompt adaptation of credit terms and risk
management strategies, which significantly reduces default rates. Aiyl Bank also uses analytical
tools to monitor the status of borrowers in real-time. This identifies potential problems, such
as a deterioration in the client’s financial position or delays in payments, in a timely manner,
so thus appropriate actions can be taken. For instance, the bank can offer a loan restructuring
or develop an individual debt repayment plan, which helps to reduce the level of overdue debt
and improve the bank’s financial performance.

Bank Kyrgyzstan? focuses on improving internal control and audit, which is an important
aspect of operational risk management. Internal control includes regular reviews of financial
transactions, compliance with regulations and procedures, and monitoring of employee perfor-

mance. The bank has implemented an internal audit system that enables timely detection and
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prevention of financial mismanagement and errors in operations. This is achieved through reg-
ular audits and analysis of internal processes. In addition, Bank Kyrgyzstan has implemented
automated systems for document management and regulatory compliance. These systems help
reduce the likelihood of errors and increase transparency of operations. In case of violations
or inconsistencies, the bank can quickly take corrective measures and minimise potential losses.
This internal control policy contributes to the overall stability of the bank and strengthens
customer confidence.

However, the implementation of digital tools in Kyrgyz banks also carries inherent risks.
Limited technological infrastructure, unstable internet connections, and insufficient staff train-
ing can compromise the accuracy and reliability of risk assessments. Additionally, reliance
on automated systems may reduce the ability of employees to detect unusual patterns or non-
quantifiable risks, while data privacy and cybersecurity concerns create potential vulnerabilities.
Misinterpretation of analytics outputs or incomplete data can lead to inappropriate credit deci-
sions, and over-dependence on technology may diminish the role of human judgment in critical
financial evaluations. Therefore, while digitalisation enhances risk management capabilities, it
requires careful oversight, continuous staff development, and robust security measures to miti-
gate associated risks. Digital risks in banking encompass a growing set of challenges linked to the
adoption of modern technologies, where traditional operational and credit risks are joined by sys-
temic vulnerabilities inherent to digital systems. As reliance on information technologies (IT)
infrastructure deepens through automated processes, cloud computing, mobile channels, and
large-scale data processing, banks face heightened exposure to cyber threats such as phishing,
malware, ransomware, and unauthorized access, which can lead to financial losses and under-
mine customer trust. A comprehensive review of cybersecurity threats in digital banking shows
that institutions are particularly susceptible to these attacks as digital services expand, with ad-
vanced, Al-driven threats increasingly able to bypass conventional security measures and cause
significant disruption and reputational harm, highlighting the need for robust, multi-layered
protection strategies 2.

Changes in risk profiles are also evident as digitalisation shifts risk from traditional domains
to IT-centric and data-centric domains, requiring banks to rethink their risk frameworks and
mitigation approaches. Cybersecurity risks now play a central role in overall risk governance,
demanding proactive measures such as multi-factor authentication, encryption, network moni-
toring, and behavioural analytics to defend against sophisticated attacks, while compliance with
international standards like International Organization for Standardization (ISO)/International
Electrotechnical Commission (IEC) 27001 enhances resilience and stakeholder trust. Research
into banking cybersecurity emphasises that the increasing complexity of digital systems includ-
ing the proliferation of vulnerable access points and expansion of data volumes significantly
raises the likelihood of successful cyberattacks unless countered by advanced technologies like
SIEM (Security Information and Event Management) and User and Entity Behavior Analytics

(UEBA), along with organisational responses such as incident response planning and employee
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training 2],

The banking context in Kyrgyzstan is unique due to its transitional economic structure,
a relatively small and dispersed market, and the coexistence of traditional and modern bank-
ing practices. The aforementioned banks operate with limited digital infrastructure, resulting
in uneven access to online services between urban and rural regions. The regulatory environ-
ment is developing, which creates variability in how innovations are adopted and implemented.
Operational processes often combine manual and digital elements, making workflow efficiency
dependent on both human and technological factors. Customer interactions are influenced by
varying levels of digital literacy and trust in technology, which shapes the adoption of online
banking and mobile platforms. These characteristics create a distinctive environment where
digitalisation must be tailored to local economic, social, and technological conditions, balancing
innovation with practical constraints to ensure effective implementation and service delivery. In
summary, despite limited resources, banks in Kyrgyzstan are taking significant steps to improve
risk management by using data analytics systems and strengthening internal controls. These
measures allow banks not only to minimise financial losses but also to adapt to changing mar-
ket conditions, ensuring stability and sustainable development. Table 1 shows the performance

indicators of the banking sector in Kyrgyzstan.

Table 1 Performance indicators of the banking sector of Kyrgyzstan from 2019 to 2023,
billion KGS

2019 2020 2021 2022 2023
Income 43.3 32.6 36.0 92.6 107.4
Expenses 34.5 30.0 32.0 57.8 68.6
Balanced financial result 8.7 2.6 4.0 34.7 38.7
Assets 438.1 288.7 358.0 877.2 1058.8
Commitments 364.8 242.4 314.6 740.6 881.6
Capital 73.3 102.7 120.0 136.6 177.2
Including share capital 25.9 35.4 42.2 47.0 63.5

Source: compiled by the authors based on National Statistical Committee of the Kyrgyz
Republic 19,

Analysis of the Kyrgyz banking sector data from 2019 to 2023 demonstrates a clear causal
relationship between key financial indicators and bank performance. Growth in capital, partic-
ularly share capital, created conditions for the expansion of loan and investment assets, which
directly contributed to increased bank revenues and improved balanced financial results. Rising
revenues combined with controlled increases in expenses supported profitability growth, reflect-
ing the effect of efficient resource management. At the same time, the expansion of assets and
liabilities influenced the scale of banking operations and their ability to generate financial out-
comes, confirming that capital and asset growth are key determinants of financial stability and

operational efficiency in the Kyrgyz banking sector. The growth in assets and income is partic-
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ularly notable, reflecting the recovery and development of the banking sector after the economic
turmoil caused by the pandemic. Improvements in capital and shareholders’ equity ratios also
point to the strengthening of banks’ financial strength.

With the rapid digitalisation of the financial sector, banks around the world are actively
implementing advanced technologies to manage risks and improve their financial stability. The
examples of leading banks in the US and UK demonstrate how innovative approaches help not
only minimise risks but also improve the quality of customer service. Bank of America™ is a
pioneer in the use of artificial intelligence and machine learning to analyse big data and predict
risk. These technologies allow the bank to more accurately assess the creditworthiness of bor-
rowers and predict the likelihood of defaults. For instance, machine learning algorithms analyse
customers’ financial history, behaviour and market conditions to create accurate forecasts and
recommendations.

One of the most prominent examples of Al is the Erica project, a virtual financial assistant
that provides clients with personalised financial management advice and warns them of potential
risks. Frica analyses customer transactions and helps clients avoid debt by offering optimal
financial solutions. This helps to reduce the level of overdue debts and increase customer loyalty.
Another example is a risk forecasting system that uses Al to analyse market data and identify
potential financial threats. Bank of America actively employs this data to manage investment
portfolios, minimising risk and increasing returns. This enables the bank to respond promptly
to changes in market conditions and protect the interests of clients and investors.

British bank HSBC (Hongkong and Shanghai Banking Corporation) 2l is also a leader in
the use of modern technologies for risk management, especially in the field of cybersecurity.
In the face of growing threats of cyber-attacks, the bank has developed a comprehensive data
protection system, including multi-level authentication, data encryption and continuous moni-
toring of network traffic. One of the key elements of this system is multi-factor authentication,
which includes the use of one-time passwords, biometric authentication and other security meth-
ods. This makes access to banking systems much more difficult for hackers and ensures a high
level of security for customer data. HSBC also uses systems to monitor and analyse network
traffic in real-time. These systems help detect anomalous activity and suspicious transactions,
which facilitates a quick response to potential threats. For instance, the use of machine learning
technologies to analyse network traffic helps to detect and prevent DDoS and other types of cy-
berattacks. HSBC is also actively investing in cybersecurity training for its employees. Regular
training and educational programmes help to raise awareness of modern threats and security
methods among employees, which reduces the likelihood of human error and data leaks.

Other countries also have successful examples of using technology for risk management. For
instance, Singapore’s DBS Bank T3 is actively using blockchain to increase the transparency
and security of transactions. The use of blockchain allows the bank to track all transactions in
real-time and minimise fraud risks. Swiss UBS Bank 14! has developed a market risk forecasting

system based on big data and AI analysis. This system allows the bank to predict changes
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in financial markets and make informed investment decisions, which significantly reduces the
risk of losses. Table 2 illustrates the comparison of digital technology implementation and risk
management practices among four leading international banks Bank of America, HSBC, DBS

Bank, and UBS and highlights practical lessons for adaptation in Kyrgyz banks.

Table 2 Comparison of digital technology implementation and risk management prac-
tices in leading international banks and lessons for Kyrgyz banks
. Key Risks Risk Management  Lessons/Adaptation
Bank/Country Used Technologies
Addressed Approaches for Kyrgyz Banks

Al virtual assistant

Credit risk,

AT flags suspicious

Adopt Al for alerts

and warnings;

Bank of (Erica), big data transactions;
. fraud, . gradual ML for
America analytics, blockchain secures
. cyberattacks, ) cyber threats;
(USA) blockchain, ML for ] ] transactions; ML ]
o operational risk blockchain for
network monitoring detects threats .
secure transactions
Regulatory Predictive credit Implement
Al for compliance, compliance, scoring; Al predictive scoring;
HSBC (UK)  big data analytics, credit and compliance adopt cloud with
cloud platforms market risk, monitoring; local data
cyber threats automated alerts protection
o Operational risk, Develop mobile apps
Digital wallets, . AT chatbots reduce
DBS Bank . cybersecurity, . and Al support;
mobile apps, Al ) error; blockchain for .
(Singapore) . customer service enhance efficiency
chatbots, blockchain secure payments )
risk and security
) ) ) ) Introduce AT risk
AT advisory, big ) Algorithmic
. Market risk, assessment for
UBS data for risk . . assessment; Al .
investment risk, o investments;
(Switzerland) assessment, monitoring; cyber
. cyberattacks . strengthen
cybersecurity tools threat detection .
cybersecurity

Source: Compiled by the author based on Bank of America®™™ HSBCH2 DBS Bank 13,

UBS Bank 14,

Based on the analysis of leading international banks, several practices can be introduced to

enhance the digital capabilities and risk management of Kyrgyz banks. The adoption of Al-
driven tools, such as virtual assistants and predictive analytics, can improve credit assessment,
detect potential fraud, and provide personalised customer alerts. Big data analytics can be used
to monitor market trends and customer behavior, supporting more informed decision-making.
Blockchain technology offers opportunities to secure transactions and increase transparency,
particularly in cross-border payments. Machine learning applications can strengthen cyberse-
curity by detecting unusual network activity and preventing cyberattacks. Additionally, the

implementation of mobile banking platforms and Al-powered customer support can enhance
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operational efficiency and service quality. For successful adaptation, these technologies should
be introduced gradually, accompanied by staff training, development of regulatory-compliant
procedures, and investment in robust IT infrastructure. Emphasis should be placed on risk
management practices that integrate technology, staff competence, and institutional processes,
ensuring that the benefits of digitalisation are realised while mitigating potential operational,
credit, and cyber risks.

The successful use of Al, big data, and blockchain in leading global banks can be adapted
to the Kyrgyz banking sector to enhance operational efficiency, risk management, and cus-
tomer service. For example, implementing Al-based virtual assistants similar to Erica could
provide clients with personalised financial advice, monitor transactions, and alert customers to
potential risks, thereby reducing overdue debts and improving loyalty. Banks in Kyrgyzstan
could also adopt Al-driven risk forecasting systems to analyse market trends and anticipate
financial threats, supporting more informed decision-making and better portfolio management.
Additionally, introducing blockchain for transaction tracking would increase transparency and
reduce fraud risk, while multi-layered cybersecurity measures, including encryption, multi-factor
authentication, and real-time monitoring, could protect sensitive data from cyber threats. Lever-
aging big data analytics would allow banks to personalise marketing, develop targeted financial
products, and respond quickly to customer needs. Overall, integrating these digital practices
would create more flexible, efficient, and resilient banking models in Kyrgyzstan, aligning with
global trends in financial sector digitalisation.

Digitalisation has fundamentally changed banks’ approach to marketing policy, offering new
tools and channels for customer interaction. In the face of growing competition and rising
consumer expectations, banks are reviewing their marketing strategies to effectively capitalise
on the opportunities offered by digital technologies. One of the key changes in banks’ marketing
policies in the context of digitalisation is the personalisation of marketing efforts. With big
data and analytical tools, banks can collect and analyse information about their customers’

23] This can be used to create targeted marketing campaigns that

behaviour and preferences
account for the individual needs and preferences of each client. For instance, customers can
receive personalised offers for loans, deposits or investment products based on their financial
behaviour and life circumstances.

With the proliferation of the internet of things and mobile technologies, banks are actively
using digital channels to promote their products and services. Social media, email, mobile Apps
and websites are becoming the main tools for customer interaction. This allows banks not
only to reduce marketing costs but also to respond quickly to changes in consumer preferences

and market conditions 24

For instance, banks can run advertising campaigns on social media
using precise targeting to attract new audiences and increase brand awareness. The overall
level of digital technology adoption, staff preparedness, and organisational readiness in banks
directly influences the effectiveness of risk management, customer interaction, and operational

efficiency. Higher integration of advanced technologies such as Al, analytics, and automated sys-
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tems is generally associated with improved decision-making, faster transaction processing, and
more responsive customer services. Conversely, limitations in training, resource allocation, or
technological infrastructure can constrain the benefits of digitalisation and create challenges for
consistent implementation. Assessing the relationships between these factors provides insights
into the interdependencies that shape digital banking outcomes and helps identify areas where
targeted interventions may enhance performance. Table 3 presents the results of the Pearson
correlation analysis based on the responses of 30 participants regarding the implementation of

digital technologies in banks.

Table 3 Interview responses on digital banking implementation (n = 30)

Question Mean Standard Deviation Q1 Q2 Q3 Q4 Q5 Q6 Q7 Q8 Q9 Q10

Q1 4.1 0.7 1 062 058 041 045 0.50 0.53 0.36 0.47 0.51
Q2 3.8 0.8 062 1 066 049 0.55 0.61 0.59 0.44 0.52 0.57
Q3 4.0 0.9 0.58 066 1 0.52 0.60 0.63 0.61 0.42 0.50 0.56
Q4 3.5 0.6 041 049 052 1 047 0.51 0.45 0.33 041 0.44
Q5 3.9 0.7 0.45 0.55 0.60 0.47 1 0.57 0.52 0.39 0.50 0.53
Q6 3.7 0.8 0.50 0.61 0.63 0.51 0.57 1 0.58 0.43 0.49 0.55
Q7 3.8 0.7 0.53 0.59 0.61 0.45 0.52 058 1 0.40 0.46 0.50
Q8 2.9 0.9 0.36 0.44 042 0.33 039 043 040 1 0.38 0.41
Q9 4.0 0.8 0.47 0.52 0.50 0.41 0.50 049 046 0.38 1 0.54
Q10 4.2 0.6 0.51 0.57 0.56 0.44 0.53 0.55 0.50 0.41 0.54 1

Note: Responses from 30 participants were scored on a 1-5 Likert scale for each of the ten
structured interview questions, and Pearson correlation coefficients were calculated to measure
the strength and direction of relationships between answers, providing a quantitative assessment
of interdependencies among respondents’ perceptions.

Source: compiled by the author based on Pearson correlation analysis.

A regression analysis was conducted on the interview responses to examine the relationships
between digital banking implementation factors, using the mean scores and standard deviations
from Table 3. The analysis revealed that questions related to Al and analytics implementation
(Q1-Q3) had relatively high mean values (4.0-4.1) and strong positive correlations with each
other (ranging from 0.58 to 0.66), indicating that respondents who reported higher adoption of
AT also perceived greater improvements in risk management and credit assessment. Questions
on internal control and efficiency (Q4-Q6) showed moderate means (3.5-3.9) and correlations
(0.47-0.63), suggesting a consistent but slightly weaker relationship between these factors and
overall digital banking effectiveness. Questions on staff training and challenges (Q8) had the low-
est mean (2.9) and weaker correlations (0.33-0.44), highlighting that perceived barriers and lack
of training were less strongly associated with other aspects of digital banking implementation.
Overall, the regression analysis indicates that adoption of advanced technologies is a significant

predictor of improvements in risk management, customer interaction, and operational efficiency,
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while training and implementation challenges contribute less directly to these outcomes.

The development of digital banking in Kyrgyzstan is influenced by a combination of insti-
tutional, regulatory, technological, and socio-economic factors, each playing a critical role in
shaping the scope and effectiveness of digital transformation. From an institutional standpoint,
the structure and governance of banks, including decision-making hierarchies and the pres-
ence of skilled IT and risk management personnel, are essential for the successful adoption and
maintenance of digital banking solutions. Institutions with clear strategic priorities and suffi-
cient human capital are better positioned to implement complex digital technologies and ensure
ongoing operational reliability. Regulatory conditions also play a crucial role, encompassing
banking supervision, licensing procedures, compliance requirements, and legal frameworks for
fintech integration, which together establish the parameters for digital innovation and protect
consumer interests while promoting a secure financial environment 2327

Technological conditions form the foundation for practical digital banking operations, in-
cluding high-speed internet access, robust IT infrastructure, reliable cybersecurity systems, and
the integration of advanced tools such as artificial intelligence, blockchain, and big data ana-
lytics. These technologies enable banks to automate processes, improve customer experience,
enhance risk management, and offer innovative financial products. Socio-economic conditions
further influence adoption, encompassing factors such as the level of financial literacy, income
distribution, urbanisation, and customer readiness to adopt digital financial services. High de-
mand for online banking services and widespread mobile connectivity encourage banks to invest
in digital platforms and tailor services to meet the needs of diverse customer segments 2829
Together, these four dimensions create a complex, interdependent framework that determines
the pace, scope, and effectiveness of digital banking transformation in Kyrgyzstan, highlighting
both the opportunities for innovation and the constraints imposed by institutional, regulatory,
technological, and socio-economic realities.

The banking sector in Kyrgyzstan has experienced considerable growth in recent years, with
income rising from 43.3 billion KGS (Kyrgyz Som) in 2019 to 107.4 billion KGS in 2023, reflecting
the expanding scope of banking operations. This increase in income has allowed banks to invest
more heavily in digital platforms, mobile applications, and online services, which in turn creates
opportunities for greater customer engagement and personalised financial solutions. At the same
time, expenses grew from 34.5 billion KGS to 68.6 billion KGSBY | indicating that resources are
being allocated not only to operational needs but also to technological upgrades, staff training,
and the integration of AI and big data systems. Such investments set the stage for improved
service efficiency, faster transaction processing, and enhanced risk management capabilities.

The balanced financial result, increasing from 8.7 billion KGS to 38.7 billion KGS, demon-
strates that profitability gains provide banks with the stability to explore innovative financial
products and implement loyalty and educational programmes for clients. Rising assets, from
438.1 billion KGS to 1,058.8 billion KGS, support the expansion of lending operations, en-

abling banks to extend credit to underserved regions and develop financial inclusion initiatives.
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Growing commitments, which increased from 364.8 billion KGS to 881.6 billion KGS, indicate
greater client engagement and demand for banking services, highlighting the need for scalable
digital solutions that ensure seamless omnichannel experiences. The expansion of capital, from
73.3 billion KGS to 177.2 billion KGS, provides banks with the capacity to absorb operational
and technological risks, while higher share capital, from 25.9 billion KGS to 63.5 billion KGS,
underpins long-term investments in cybersecurity, blockchain technologies, and automated risk
assessment tools B

As a result, these financial indicators directly drive strategic perspectives: The growth in
income and assets encourages further investment in mobile banking, virtual customer support,
and Al-driven credit scoring, which improve accessibility and reduce transaction times. Increas-
ing commitments and balanced financial results create the opportunity to launch interactive
financial literacy programmes, gamified educational tools, and client engagement initiatives,
particularly targeting rural and underserved populations. The strengthened capital base allows
banks to experiment with innovative services, expand digital infrastructure, and adopt advanced
data analytics for personalised offerings, all of which contribute to long-term competitiveness
and resilience 3284 - Collectively, the combination of rising financial metrics and digital adop-
tion fosters a more inclusive, efficient, and innovative banking sector, capable of meeting the
evolving needs of Kyrgyz customers while supporting sustainable economic development. In ad-
dition, digital technologies contribute to improving financial literacy by providing educational
resources and advice online. Banks and other financial institutions are developing and offering
online courses, webinars, articles, and videos to help people better understand financial prod-

155361 For instance, banks can offer interactive budgeting

ucts, manage their budgets, and plan
tools or calculators for planning savings and investments, helping users make more informed
financial decisions.

The digitalisation of the banking sector in Kyrgyzstan represents an important stage in the
development of the national financial system but also involves several problems and challenges.
One of the main obstacles to the digitalisation of the banking sector in Kyrgyzstan is the lack
of infrastructure. Rural and remote areas of the country often lack stable internet and access
to modern technology, which limits the opportunities for the introduction of digital financial
services. This factor significantly slows down the process of digital transformation and limits
the availability of banking services for a significant part of the population B8 The second
important obstacle is the low level of financial and digital literacy of the population. Many
citizens, especially in rural areas, lack the knowledge and skills to use digital financial products
and services. This creates additional barriers to the spread of digital technologies and requires
banks to conduct large-scale educational programmes. The third obstacle is the lack of invest-
ment in the development of digital technologies. Banks face limited financial resources, which
makes it difficult to modernise their IT infrastructure and implement new digital solutions. In
addition, the high costs of cyber security and data protection are also becoming a significant

financial burden for banks B%40]
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Despite existing challenges, the digitalisation of the banking sector in Kyrgyzstan has sig-
nificant potential to improve the financial system and the quality of life of the population. To
successfully adapt to digital change, Kyrgyz banks should focus on several key areas. It is neces-
sary to invest in the development of IT infrastructure and ensure access to modern technologies
in both urban and rural areas. This may include expanding internet access networks and mod-
ernising banking systems. Banks should be actively engaged in improving the financial and
digital literacy of the population. This can be done through educational programmes, webinars
and awareness campaigns to help citizens better understand and use digital financial products
and services. Banks should also address cybersecurity and data protection. In the context of
digitalisation, ensuring the security of financial transactions and the confidentiality of customer
data is becoming a priority. This requires the implementation of modern security measures, reg-
ular updates of security systems and training for employees. In conditions of limited resources,
it is advisable to implement innovations that require minimal financial or technical investment
while significantly improving the efficiency and quality of banking services. The use of artifi-
cial intelligence can automate routine processes such as transaction processing, fraud detection,
and preliminary credit risk assessment. Big data analytics enables better risk management and
personalized customer offerings without extensive infrastructure changes. Mobile and online
platforms provide access to financial services in remote areas, reducing the need for physical
branches. Blockchain technology can enhance transparency and security of transactions with
relatively low additional resource requirements. Educational programs for staff and customers
increase digital and financial literacy, improving the effective use of existing digital tools and
overall bank performance.

The research hypothesis assumed that introducing digital technologies into the banking sector
supported the enhancement of risk management, customer interaction, and operational efficiency
in Kyrgyzstan. The collected data generally supported this hypothesis, as survey responses and
operational indicators indicated improvements in internal risk monitoring, faster transaction
processing, and more responsive digital customer channels. However, the reliability of these
findings requires careful consideration. Data were primarily self-reported by bank employees,
introducing potential response bias, and variations in technology adoption across departments
may have influenced perceptions of effectiveness. Additionally, external factors such as regula-
tory changes, macroeconomic conditions, or concurrent training programs may provide alterna-
tive explanations for observed improvements. Limitations include the relatively small sample of
banks and departments, which reduces generalizability, and the absence of longitudinal tracking
to measure long-term effects. To address these concerns, robustness checks were conducted by
comparing responses across different roles and departments, and sensitivity analyses examined
whether extreme responses disproportionately affected mean scores. Despite these measures,
potential bias and confounding factors remain, suggesting that while the hypothesis is tenta-
tively confirmed, findings should be interpreted with caution, and further studies incorporating

objective performance metrics and broader samples are necessary to strengthen evidence for
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causal relationships.

4 Discussion

The results of the study show that the digital transformation of the banking sector in Kyr-
gyzstan is substantial in modernising and improving the efficiency of financial services. The
introduction of advanced technologies such as Al, big data, blockchain and digital communica-
tion channels is having a significant impact on banks’ operations, customer interactions and risk
management. Analysis of the Kyrgyz banking sector from 2019 to 2023 revealed that growth
in share capital and overall capital directly influenced the expansion of loan and investment
portfolios. This, in turn, contributed to higher revenues and improved financial stability across
banks.

The key element of digital transformation is the use of Al It automates routine tasks, such as
transaction processing and record keeping, freeing up employees to perform more complex tasks.
AT also analyses huge amounts of data to predict market trends and assess the creditworthiness
of customers. Al-powered virtual assistants and chatbots provide round-the-clock customer
support, improving customer experience. Zouari and Abdelhedi®! addressed the impact of
digital transformation on customer satisfaction in the banking sector. The focus is on the use of
Al to personalise services. Payne et al. # | in turn, determined that the introduction of chatbots
and virtual assistants significantly increases customer satisfaction by providing round-the-clock
support and quick responses to queries. The study corresponds with current findings on the
use of Al to improve customer experience. However, the authors focus on customer satisfaction,
while the current study also covers other aspects such as risk management and internal efficiency.

Rising revenues coupled with controlled expense growth supported profitability increases, in-
dicating effective resource management. This demonstrates the importance of balancing income
and expenditures for operational efficiency. Big data analytics is becoming an important tool
for understanding customer behaviour and preferences, which helps to personalise services and
improve their quality. Banks are using data to develop more accurate risk assessment models,
which allows them to make informed lending and investment decisions. In addition, big data
analytics helps to detect fraud and prevent cyber-attacks. Hasan et al. 3l investigated the use
of big data in banks to improve credit risk assessment. The results show that big data analysis
allows banks to predict risks more accurately and reduce loan defaults. The author’s findings
are fully consistent with the conclusions of the current study on the role of big data in credit risk
assessment. Both studies confirm that data analytics can help improve risk assessment models
and make more informed lending decisions.

The analysis of leading international banks revealed that the active implementation of arti-
ficial intelligence, big data, blockchain, and machine learning significantly enhanced risk man-
agement, improves customer interaction, and optimizes operational processes. It was found that
gradual technology adoption, combined with staff training and proper oversight, was key for the

successful adaptation of these practices in the context of Kyrgyz banks. Blockchain technolo-
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gies provide a high level of security and transparency of transactions. In the banking sector,
blockchain is used to create reliable and efficient systems for data exchange, international pay-
ments and digital asset management. This technology can significantly reduce transaction costs
and speed up processing, which is especially important for international financial transactions.
Chang et al. B4 studied the impact of blockchain technologies on the security of transactions in
banks. They determined that blockchain significantly reduced the risk of fraud and increases
the transparency of transactions, especially in international payments. Dicuonzo et al. #3 em-
phasised that the decentralised nature of the blockchain allowed all transactions to be tracked in
real-time, making them more secure and less susceptible to interference. The current results also
confirm that blockchain increases the security and transparency of transactions. However, the
authors focus exclusively on international payments, while the current study looks at blockchain
in a broader context.

In addition, cloud computing and the internet of things are important technologies that pro-
vide a flexible and scalable infrastructure for data storage and processing. Biometric technology
is also widely used in the banking industry, providing a high level of security for customer iden-
tification and transactions. Li et al. 9 studied the adoption of cloud technologies in banks.
Their study shows that cloud solutions help banks reduce IT infrastructure costs and provide
flexibility in data processing. Vinoth et al. 7 noted that the use of cloud technologies allowed
banks to scale faster and adapt to changing market conditions. Their research also highlights
that the adoption of cloud-based solutions helps banks improve their operational efficiency and
reduce the cost of maintaining their IT infrastructure. The current study also highlights the
importance of cloud computing in providing flexibility and scalability to banking infrastructure.
At the same time, there is no emphasis on cost reduction.

Digitalisation has a significant impact on banks’ business models, making them more customer-
centric and innovative. Traditional banks are forced to adapt to compete with fintech companies
and digital banks offering convenient and affordable services. Digital marketing and big data
analytics allow banks to personalise customer interactions and offer targeted financial products.
This improves engagement, increases revenues, and strengthens customer relationships. Imple-
menting omni-channel strategies allow for a seamless customer experience across all digital and
physical channels. Personalisation is becoming a key element of banks’ marketing strategy to
meet the unique needs of each customer. Tanwar et al. #8 conducted a study on the use of bio-
metric technologies in various banks. They determined that biometrics significantly improved
transaction security and reduced the risk of fraud. Their work discusses in detail various biomet-
ric identification methods, such as fingerprints, face recognition and iris scanning. The current
results also confirm that biometrics play an important role in improving security. However, the
authors describe this technology in more detail, while the current study describes it superficially.

In Kyrgyzstan, banks are actively working to improve risk management using available tech-
nologies and methods, despite limited resources. Aiyl Bank® which has implemented a data

analytics system to assess credit risks and monitor the financial condition of borrowers, is a
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notable example. This system allows for a more accurate prediction of the probability of loan
default and the adoption of preventive measures to minimise risks. Another example is Bank
Kyrgyzstan @, which focuses on improving internal control and audit. The introduction of auto-
mated document management and compliance monitoring systems helps to reduce the likelihood
of errors and increase transparency. Zephaniah et al. #¥ addressed the impact of digitalisation
on the marketing strategy of banks in Spain. They determined that digital channels, such as
social media and mobile Apps, have become the main tools for promoting banking services and
interacting with customers. The authors emphasise that the use of customer behavioural data
allows banks to create personalised marketing campaigns, which increases their effectiveness.
The current study also highlights the importance of digital channels for customer engagement.
However, the authors focus more on marketing strategies, whereas the current work looks at
digitalisation in a broader context, including risk management and internal efficiency. Implemen-
tation of virtual assistants and Al-based risk forecasting in Kyrgyz banks could reduce overdue
debts, improve customer loyalty, and support informed portfolio management. These measures
highlight the direct benefits of adopting advanced digital tools.

Digitalisation also has a significant impact on the quality of life by improving access to and
affordability of financial services. It allows people to manage their finances more efficiently
through mobile Apps and internet banking, reduces transaction costs and speeds up financial
transactions. Khatoon et al. 5% conducted a study on the impact of the digital transformation
of the banking sector on the quality of life of the population. Their study highlights how access
to digital banking services contributes to financial inclusion and regional economic development.
The author’s research emphasises the importance of digital transformation for improving the
quality of life of the population, which partially coincides with current findings on the impact
of digitalisation on the banking sector. Both studies recognise the importance of digital tech-
nologies in expanding access to financial services and making them more affordable. Despite
challenges such as limited infrastructure, low digital literacy, and constrained financial resources,
Kyrgyz banks can implement low-cost innovations like AI, mobile platforms, and blockchain.
These solutions enhance efficiency, transparency, and accessibility of banking services, particu-
larly in rural areas.

Overall, the digital transformation of the banking sector is having a significant impact on
efficiency, flexibility and customer focus. Studies have shown that the world’s leading banks
are actively implementing advanced technologies such as artificial intelligence, big data and
blockchain to automate processes, improve customer service and manage risks. The transition
to digital technologies in the banking sector has a significant impact on the quality of life of
the population. Firstly, improved accessibility to banking services through mobile and online
platforms reduces time and financial costs for customers, especially in remote and rural areas.
Secondly, the introduction of innovative technologies such as artificial intelligence and big data
allows banks to offer more personalised and relevant financial products and services, which helps

customers better manage their finances. In addition, enhanced transaction security and reduced
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risks of financial fraud contribute to building trust in banking institutions. Taken together, all
these factors lead to an improvement in the economic well-being of the population, increased

financial literacy and more active participation in the country’s economic life.

5 Conclusion

The hypothesis was confirmed, as the analysis of interview responses showed strong positive
correlations between the adoption of digital technologies and improvements in risk management,
customer interaction, and operational efficiency. Participants consistently reported that Al, big
data, and digital communication tools enhanced decision-making and service quality. These
findings indicate that digitalisation has a measurable and beneficial impact on the performance
of banks in Kyrgyzstan. The study of the digitisation of the banking sector in the Kyrgyz
Republic provides important insights into how modern technology can transform the financial
industry. The key elements of digital transformation, such as Al, big data and blockchain, play a
key role in improving operational processes and customer experience. The use of Al to automate
routine tasks, big data analytics to personalise services, and the introduction of blockchain to
improve transaction security are all contributing to more efficient and flexible banking models.

The study highlights that digitalisation is transforming the banking sector in Kyrgyzstan
by making banks more flexible, efficient, and customer-focused. Key technologies, including
Al big data, and blockchain, improve operational processes, personalise services, and enhance
transaction security. Kyrgyz banks are actively using data analytics for risk management and
financial stability, with examples like Aiyl Bank and Bank Kyrgyzstan successfully implement-
ing credit risk assessment systems. The study of leading international banks demonstrates that
advanced digital technologies, including AI, big data, blockchain, and machine learning, play
a critical role in enhancing risk management, operational efficiency, and customer engagement.
Effective implementation relies on the integration of technology with staff training, robust IT
infrastructure, and regulatory compliance. These findings suggest that Kyrgyz banks can gradu-
ally adapt similar digital tools and risk management practices, tailoring them to local conditions
and institutional capacities to achieve comparable improvements.

Thus, the study confirms that digitalisation is central to the transformation of the banking
sector, making it more flexible, efficient and customer focused. The introduction of modern
technologies, such as Al, big data and blockchain, allows banks to improve operational pro-
cesses, enhance customer service and create innovative business models that can adapt to rapidly
changing market conditions. One of the limitations of the study is that it focused on only four
countries and their banks, which may limit the generalisability of the findings and the ability
to draw conclusions applicable to the broader global banking sector. In the future, it would
be advisable to conduct more in-depth research using an expanded set of data and analysis of
global best practices to develop more effective strategies for the digital transformation of banks

in the region.
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